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ABSTRACT

Cities in the world are rushing to develop smart cities to create a sustainable and happy city by solving many problems
in cities using information and communication technologies such as big data and IoT. However, in Korea’s smart cities and
smart city certification systems, the focus is on platform-oriented hardware infrastructure, and the information security aspect
is first considered to build and authenticate. It is a situation in which a response system for the risk of leakage of big data
containing personal information is needed through policy research on the aspect of personal information protection for smart
city operation. This paper analyzes the types of personal information in smart cities, problems associated with the
construction and operation of smart cities, and the limitations of the current smart city law and personal information
protection management system. As a solution, I would like to present a model of a personal information protection
management system in the smart city field and propose a plan to strengthen personal information protection through this.
Since the management system model of this paper is applied and operated in the national smart city pilot cities,
demonstration cities, and CCTV integrated control centers, it is expected that citizens’ personal information can be safely
managed.
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Fig. 1. CCTV Video Control System Configu-
ration Example

£rHEEA Ef‘i}%"édﬂ% 75 F 1124 119%
oArAste] AaAl 24 Qlx|shar,

A g Asw e
A

L.ollxfe} 3Fe] 2+ Akehyd 1w 5*&03]@—4 CCTVeAS
1129} 119 —Oﬂ 11]-‘—6]—03 on O]E 5 Wz wAE
°] 6.2% Aasigla, AAE w3 2.7%7} Z) 89
o} =g 119 {ug%ﬂﬂ"”] TH-26%0014 5858%
H2 dE=glen] 74 W 223E w3k 63.1%004
78.5%= %7} kit

Table 1.3} Table 2.¢4 AsR9t5o] A|AH
Tkl CCTV A 2 myey 281& 58 ddw
the 2vEAE F3 29AlEH 2 A" CCTV
5 AAska, 1129 1195 3= 7|3 7F A4 QA
2 ATHAFEAA 2 E o oME A A
Al FA RUE 2o A S, s dE 112

Table 1.The Number of CCTV Video Offer

- Number .
Division of Offer Offering Contents

Theft, Defeat, Turmoil,
Protective Measures
Request, Report Mission,
Traffic Accident Handling

112 Emergency
Video/Dispatch 8,779
Support

119 Emergency Fire Rescue Dispatch

5 75
Dispatch Support 5.758 Support
Emergency .
Disaster Support 438 Disaster Support
Social Weakness 142 Dementia, Missing Person

Protection Protection

th B Holl diste] Alwinat iR S
He dubg o e} HEed 583 #FA4ol dle A+
ol NAFREIHS A4k, v} Wi 5HTE
Aol sle Afele i HE A 4 Ae
A upebd] | 2tE Al A 2ntE T A 2}
AR, AR 5 N SEe] %
A AgE, 3 A fle Afdle dnbial

|C0nStituti0n(Article 17 Privacy Protection)|

Basic Fire Law
Disaster Safety Management
b _a s i ¢ L a w

|Smart City Law

Police L aw
Police Officer Execution Law

Information and
Communication Network Law

Location Information Law

| Local Autonomy Law |

|Other Related Laws|

|Persona| Information Protection Law|

Fig. 2. Smart City-related Laws
V. ADIEAIEIQI JHQIME BS Ol
4.1 JQIEH HS O|fFAIE

"“PE"lEl SPd Eoke] ANQledag met =gt
A

) NAAH R 53] = HAA R
7718 5 gl 51}4
ol ZHA K Bl %
A 23R 7 3]74}_1 o
ARl A8



2020. 8) 709

o1AAEE Abe| 2 At B Ao}

411 RIRHIZE HRIGANE MA0H X 3R
(Alejo|ZiAtzi| DI15]I16]

- Qe E ¢ A|2017-15-124%

Co] gk ASEUA (DIEHER) o F70)
A Ffrell A7 A

DA EEHAAR

- AL 1 2017.7.10.

- EA AR AR BRI R 59193])

0l o
aL Sxwr

- 2017.124 409 S} AXAEE F¥st F
Az22} g

- Al A BTl A Y &
o7 CCTV hulE Axsle] £ Fo gl&

- CCTV Ax$ode Aukapachald #px]4] 5

SEOUL CCTV Integrated Control Center

0 RS

Sukjeong
-mun

-mun

Hanyangdosfiong\
(Historical Nfj. 10)

il

SeoulJunggu CCTV Integrated Control Center1

Fig. 3. Summary of Personal Image Information
Sharing
Seoul

Issues between Seoul and Jung-gu,

om EFeha oAk FHEA HashE 9l
FFA FAHE G ASA A A2
U PR e Qe ool ) Augn

SRR
AT ATEAGAZEANAE A2
AYuE SHT 24 09 deld olE ATl

412 JHlF YTl 0|

O

- CCTV AA5Ae|

i lo > lo
D
2
e

N

o
EAE By ATEA1ZA2ES) st g
FAL ANHBE AN ATE 5 olek

— b, ARAZE AR S l8ke] A

k. Aldhe AR dElele B 54
Dsl] Slsled e Al s Al
T IR Al9] skl

=

e

X M3 MS
(RlololZ A 2)[17]

>,
O
o
b

.

 A12016-14-23%
 wope] A RAY el
o

o 1 2016.9.12.

0+ AleleaRkl A RISl

-

o
[

o [~
=3

oL }01'

Aol A

o ¢t
o

[¢)
e AR ﬂ%ﬁ ol 0 g el
Az, g Ao] A ARG AF

Ak g

Oﬂ /~L_°. :J—"oo]:}‘] ‘é 3

A s ¢

O Al A=}



710 ZRhEA & AARREE B e AT

413 25 Al - 2 IHIGYTE | SARR|EH

Goyang CCTVIntegrated Control Center
> CCTV Installation and ZEE oA (Mele[ZA 3)18]
Management Purpose
- Signal - Speed Control
-Pa‘rk\ng Ccnt‘rol
-Crime Prevention s sty O }‘\Jo ;(ji
4) Add purpose: Vehicle security o OL‘:Hi : Xﬂ2018—18—190i

S U R sl G LR R i S i g

A A Qo FAEAR
- oA ¢ 2018.10.1.
- EA] Aol AR BRI R R 5 91818)

Fig. 4. Summary of Personal Image Information

Sharing Issues between Goyang and Local O &3k 9 Ale| uiA
Police Agency A=A B 180 AR 73R CCTV
o ax A S S5t 9le
7Hel= ZJ__ Z oly ~ o __
g Zﬁﬁfiﬁ- o] olrtxin s 7 ANEAE SRHEAEL Ao e,
— CCTVE A3 nE zeke] A BE 7 AFA W 22| (RHEE el
A A AL WA FHe) Aselw A1 ogla s ol
. < . 119537434 3 QA8 9l+
AAre) w1 pEsh AIAR Hade] Q5L _ ]
119 Alar g Apd, A, FF33ke] 23t
e o g R R RS #3%).
A% Aol B AR sk ol 94

- A ARATS AR e 2Rt Al
— 7AA o] 1‘1}*]01] ol afeRe] AR R
A ol A Zul 2k A % AFshe AL,
A el e H‘ﬂﬂie =4
o] WellA] A= A A3zA2%. 7§5
FALEAE zﬂwﬂzz Hoxm‘fﬂ xmLJﬂ

#2%)

mNn r°1'

r‘_,

) rAL o L:o

SREEE!
SR S AT TR AR wAT AE A - A SAlehe BN
e At AT, ol Astel AR Sl ol8 7K ol
AR s e e e LA 2 gelde] Alee mE Aol
FAZE AL 8 Aol wet s etk < WA AL )R] whE 1194775
PR AR A AS e e g
AR WA T sl 488 AT S ik UG 25 AZE BAT FAl0
AR, A, e 2 gANE ATeR: A 09 P A
7153 ié%i@ﬁ%mﬂd A8z A28k A7 " *Jxﬂ, Ake] oloe slale] Bastia @

).
- CCTV Az B4 F71= 244 71+
- CCTV *“X]Z]—/\ W FE o gAle v
§ DA B

A 79 g

weba ﬂ«ﬁh 119594342 A

=AY, Tl /A& /FEAFEre] W

G+ ARFA e A3ARe] olo)s FEiAl A

e a7t gle W= Aesly ANAARET

W' A18% A28} A33e ulel EFTIYEZS
B
e}

ru
_Bi
Q

CTVAF TERE =454

- 5’—"":/‘]7} olm] Ax]E CCTVel Az 524&
FohseehE A B4 A THE b (1
2 R Es) AN Hz A2 ARl BB
(2 A1TE, A5y A%, AL6).

=
) °H }‘]/ q‘_&-,—E‘] g/\obﬁi Zﬂ%ﬂéol’ _/;\_Ho]-
we AR SA o188 4l



weba, AT 11253484 E A7) g4y
o] AR Z ATl Ao] Deg A4S A4YA
WA 11243 A2l s BHow A
Holl RS AFT 5 9k KT 44
b FEY FRHEAES Fajel AR

ook sha, A @ A% )
Q4uel A% A% AT 5 e
A A9l e & 4 glek

1)Is Hgll o o u 0 use o inkormaton colcted by
the ‘sices in Ganguenda?

18 Cify —
Halls Gwangwon Provincial Office

(1

A Cityhall \)

Collect ccTVv Use
| Control Integrated §—11 ire
Center eadquarter

Gangwon Regional
Police Agency

platform 112 Comprehensive
B Cityhall 1 A
Collect || C cyr v || offer Situation Room
Control
Sarlel @ save ¥ Read
C Cityhall
Colect |CCTV ccTvV L]
Ml control
Center D B

Fig. 5. Summary of Personal Image Information
Sharing Issues between the municipal
government, metropolitan city and police

4.2 =NHE

(AFl 1) FHz A
ﬂ"“]’:ﬂ af T A A FH-e] 2
Hoag T - TA Nl RE 3 3y
Aol A A a2 2 FRsted ARE 5 Sl
o}

O (AH 2, 3) FAAE=S} & T - TH 5
el ne =mle) A4, A4k, AR, W
FARSe] HAoR T Adde] Ase 4
ot Alg whol Azl & 5 9la, A AF
& 2UHY 2 deoly Ff= E7lsitt

!

) A vEEs, AJIAR Ha A
BRI

O (AAH) AANdAdE B3 AAA=R 28

shvh AR E v R E el A HE T
wat A3y

S
£ 4% Moazg% Psohus s Aok A
oluel= AL Aol IYBE Fhek 9)
o mRh ZolEAE ol AR B Y A8
sle] Aoz A4 4w, ArkErA Aged
P glslel ArtEwd Q%9 AEE Adsa 3)
o}

MIABRE ZHelA B AvtEAE 5of d7
AE) 2] AL A WE el He] ¢
$ 9 4% el Eopl B Asuag 4

e Awue AAATOE 01 o} A
Ann el et Az gieH19).

SAEASE ANl L 35 T
W okl AAE AelHolobt @

RN 1_
Aa AT AzRE R 2% B AR

i}

NAHHE S | A AL 4
3} QdZ(ISMS*P =& é_“}E/‘lE] A IR
23 Fe]AAAR) S 2 Aol gal] Al A
7} FVeEEsta, A b 5 g Aofnt el (4
ARE A Fsle] HE]shes wietel dis] A+
7} B aspc)

oo - =ollM= 2utEAE A HE|E= Aal
(FHARE KA I 5 sle 2dd dist
of Aetatsict.

2) ArhEEAY A4TE(AHEFARAATE A 5)
(A8 2020.2.27.)

3) ~mtERAY A32E(AMERA 5] Q%)

D 2miA 92 AL 3 AER o (A2 2 A):
AB - AU A ATL(ETEGAE AnQ
A2 ey, weHIEsl Agld 4



712 £UEAE & ANRRRE 43 st AT

28t wol

ok

V. ADIEAIE] & JHQIME H

sPhEAY AQAERLE Zshte] Hste] =5}
7] Aol ehEEA AL AR Hel W wE
watel] djsle] WA AbwE F oAl g
us el AA 2] hstel A4

5.1 ADEETAIHOIMS] JHAIEE X2 & HSHOH2)

2etERAM A19%9] 5olAE AntERA]Y
el AWAADIA 7} 2rtEEA] 7]k

|
|

H

A W ARALH] A2 AARAL 59D
% olm % gelslelof qea o] gick.

% ~vtERA ERoAlE FHE Ed avhe

A ZPAEE B8 AL dold 43 Ax

9 g 52 A doly $43 Aeg

W A22zelAE 2rERA A S BEE 9
3 ~rhERA ER SOAIHE FaAREA|A

AR AAskal $d8tes sta sl ol= =A<

1L
ok A7) iAol ez A s D) 2
asjhs AL olula,

Legal and Safe handling of
personal info.(Law Article 21)

Protection of smart city
infrastructure(Law Article 22)

Collect/Use/Send/Save Designation and operation of
/Management/Delete Citizen Service S‘ major information and

(Vulnerability check, etc)

Provide
Smart Ci\y Integrated
icle 19. efficiency

Smart Cit
Infrastructure art City Integrated MGMT Center
Management [\ (St City Mgmt/Operating Facilities)
Office(Local [[Fa]]
Government) [ Swart City_++ Service |
T T
‘ Info\ Sys, H‘i" Info. Sys ‘
b Miegrat . * J[[taws and regulations regarding
the use of personal
information(Law Article 37)
1 - National Demonstration
[Collect] Smart City Service provider

|Smart City Infrastructures‘

Fig. 6. Summary of Personal Information
Processing and Protection Plan in Smart City
LAW

W A3TEGAE AF, b5 R v
Ae) AulzAl BRG] A ne] Ay

=
=
=
A e dAsA e ARe Agstelx o o4
E =]
=1 o

[o5

5. ZFEEA A s vhde] HjdlolE 3 =
© MBIl ol wste] g Aelstar, ¥
2l &= ofof sheAlel distl= FAH R WAlet
a9l

A bt}

A 5w D AR BN AAgRE A
Aggo] $410] B AT ArlE £AE W5 7}
oF g Zlelc}.

w3k AREIT Y AR Es HAeAAlF
(ISMS*P)9}  NAAREFFF7HPIA) A Z o}
2wt EAE Holol] digh AR ZE FAIFE Ao
o} weba] 2vEAE FE A HEEgE BE A
AAHHEES Hlte thslei® AntEAE AA A
A5 abedEle]l 75 4 e]gojof ), ole &
nlEAE A RR T P A mdE oo} 7o)
Alqkatct,

521 ADIEAIE| JHRIMEES ZE[MA 2

2mEAE A 4] 2 A2 she el R obd
g e E A7 2vkEAE AE IR RS 3
AA w2 obel Fig.7.3} 22t

o] Bl 20121 Ak elM A=l 7]
He dAer AAF VA RE s Heles A
Hq7b #9719 CPOYad kel R A



AHH 333 =wA (2020. 8)

713

| Consigned to a specialized institution for processing P.I.

Privacy Standard Safety Ea S a3 Ea 3 Ea s
Measures Standards Personal Info. Personal Info. Personal Info. Personal Info.
Handlers Handlers Handlers Handlers
Technical Administrative By Sector By Sector By Sector By Sector
Protection Protection son
standard standard Smart City Sector CPO azat
g2
| | L J L A o‘

| | 2

| 1 \

Personal Information Protection
Steering Commitiee

Chief of Privacy Officer

I—I Smart City Privacy Manager I

I Personal Information Protection Total Plans in Smart City I

Internal MGMT STDs

MGMT Inspections

Educations

°]

Bz 7|F" 278k nk=

R

delAA ZA10)S & 538kl Fig.8.3 7ol

X

NYAE WER el Lejsiolof e, Avte
Aol BAEE AR elolE o] thste] Ag)
)i o) 75l Basjeie Aol

e, 2vhEAE A un s SeAS S5
of gefstolel Bk 4171, FA, A, V=Y
b CCTV, ToT A, A&FaAEA
ICT 71%% Ea4 AHusk S48, Aels,
sheAEolg AQYBE AAH O

g Siste] sl

>0

ofl

o]
A

522 ADIEAE| JHOIHEHS 22[HA &AM 22

A& (A 23, AdEzA 74 2 9 5ol 7t
A Eoks vt

A, WrRerEe WA Aek, $EE31
A 3 2 Qg By AR/ v AA
FETHA MR AR F 5 gleh WA
AL YA BFPAE o83t 3
Smart City CPO A&, A=x2 74 2 4,
2~ EAE ZYE A 2 FHAAAE, 3§
A% 55 EFF} oleld ARIES ~vtEAE
NAABH S FEFRAE o wkedsle] Fzlshd =
o} 2rtEAE] obdE 93 AA® CCTVY
2 EGA A, ~ntEAEEEAEH 5 EdeA Al
A, ANd(dhHARS oF QA 2 AT A% A
b, ARICIHAR FF 2 AddS v, A
AR AE g o7 FHA Az T 2 A
=, 2vtEAE QIR R AR RAA R S8
FoA, 2vEAE §5E AT AF ZER
M G e AR /AR A /AR A R A
2w EAE g EAC wA 2hgste] feizjelA|
W53kal g stedef gl

q
u
srhEAEdA G AT 3
9Ia Thokat HAFTo] EAIT.

pil

I gedsto] NG B H s A A,



714

2rtEAE & JRIA RS 733} Wil

o:]:’L

— Inter MGMT STDs |—

o Guidelines

o Inter Management Standards
< Personal Information Protection

Smart City Personal Information MGMT System|

o Processes
o Manuals

o Checklists

o STD Forms

| MGMT Inspections

o P.l. MGMT and Vulnerability Checks

o S.C. Integrated Operation Center
MGMT Status Inspection

o Check the MGMT Status of Trustees

o Check the adequacy of the provision of

_I

Educations

o Basic or Professional Educations for

o Professionaltraining for Smart City
System Operators

personal information files ©

Handlers, Manager, CPO o

Detailed Promotion Plans

» Organization and MGMT Plan
» MGMT Inspection Plan

» Education Plan, Etc.

PIP. Guidelines/Processes/Manuals

» CCTV Control and MGMT Guideline

» S-City Access Control Guideline

» Procedure for External Provision of Pl
» Pl Infringement Response Manual

» Pl Reading Processing Manual

» Criteria for non-identification of Pl

» Password Creation Rules, Etc.

CheckLists

» Check list for Pl Processing Tasks

» Check list for Security Equip. and PC

» CCTV MGMT Check list

» S-City Integrated MGMT Center
Operation Status Checklist

Standard Forms

» S.C.P.Il Processing Policy

» Standard Consignment Agreement
» Agreement to use P, Etc.
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Pl. Manager I—I—I Pl handlers

Personal Information
Protection Steering
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Fig. 8. Smart City Personal Information Management System Detailed Model Case
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Fig. 9. Smart City Personal Information Management Inspection System Model Case
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Table 3. Example of Smart City Personal
Information Protection Education

Division Contents

Understanding related Laws, Compliance and

Violations(Personal Information Protection Act
(Personal Information Protection Law, Smart

City Law, Location Information Law)

Common
Part Understanding Smart City's Privacy Policy and
Management System
Management Procedures and Precautions when
entrusting Personal Information Processing
Smart City Integrated Operation Center
Management Guideline
Sectoral Information Processing Guidelines
. (CCTV,HW NW,SW,ComputerRoom,etc.)
Special
Part

Procedures to respond to Personal Information
Leakage and Infringement Incidents

Inspection Index and Management Supervision
Method for each Smart City Operation System
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